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Letter From University of Pennsylvania: Penn

University of Pennsylvania: Penn [dcross@uark.edu]
senty Thu 10/10/2015 5:19 AM
To undisdosed-recipients:

Dear User,

Your account profile will expire today.

Kindly Click Here to validate.

Sincerely,
University of Pennsylvania: Penn

All rights reserved. Copyright © University of Pennsylvania: Penn

¥ Penn Law
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Penn WebLogin

Enter your credentials to initiate
a 10-hour Penn WebLogin session.

The session provides single sign-on access
to many protected University web resources.

PennKey

Password

Date of
Birth

SSN

About Penn WeblLogin m
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Subject: URGENT: IMPORTANT NOTICE

Date: Fri, 31 May 2013 08:28:3B3400

From: Admin University of Pennsylvania <admin_upenn@upenn.edu>
or

From: Admin University of Pennsylvania <hgeltzer@stern.nyu.edu>

Deatr,

The managemenf University of Pennsylvania have mandated that all staffsstundientsshould register foSpamArresto
help control spam emailsent to our Mail Server.

Register Now for FREE! by Downloading the atta@pmamArresPage and login with your University of Pennsylvaniaad
details

Thisis mandatory to help improve our email services, do not ignore this message.

Thank you for your understanding!

Best Regards
Management of University of Pennsylvania

Thisemail and any files transmitted with it are confidential and confaiwilegedinformation and are intended only for the
individual named.

If you received this email by mistake please delete it from your syatahmotify the sender immediately. You are notified
that disclosing,copying distributing or taking any action in reliance on the conteanfghis information is strictly
prohibited. University of Pennsylvania dogsaranteethat this material is free from viruses or any other defeatthough
due care has been taken to cater for that.
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From:PennPortalISC) [mailto:prOdesk@isc.upenn.edu]
Sent:Tuesday, September 03, 2013 8:47 PM

To:

Subject:Re: Verify your email

Our systems have detected an unusual high volume email traffic from this email address with the data listed below:

Email sent from:

We believe this is not you sending these unsolicited emails. We have reason to believe that, this email is no longadithessae, we will pass this message
around a few times and afterwards, suspend access to this email address and terminate this service to quarantine this activit

If you believe that; this is an error and this email is still being actively used you, please, respond to this requiestiby ok instructions provided below..
When you upgrade your security, your email would be removed from the delete queue and subsequent information will be péssyed.oNe have teamed up
with the Microsoft Digital Crimes Unit (DCU) to enhance your security

What To Do?

You are required to update your security to mitigate this issue and put a stop to these actions. Please, follow the®tepscoetlingly:

Step 1:

You MUST carry out this action using a regular PC. The use of iPhones, iPads, Tablets and the likes to carry outighisstictate Please, use a PC.
Step 2:

You must use Microsoft Internet Explorer as your Browser to complete this update. This content is not available for GamogleFafox, Opera and Safari.
Step 3:

Copy and paste the link below to your Microsoft Internet Explorer web browser. Or, if you are already using one, cli¢iklobehmy

Link:CLICK THIS LINK

Please, follow the instructions provided in the link above. You will be notified when your update is successful. Thank you!

Mail Administration | IT Solutions
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http://bit.ly/17xr39O

Email Phishing

Phishing A scam by
which an email user Is
duped Into revealing
personal or confidential
iInformation that the
scammer can use lllicitly
or fraudulently.
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Email Phishing

SpearPhishing:Hackers target employees
through emails that appear to be from
colleagues within their own organizations,
allowing cyber criminals to steal personal
Information.
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Email Phishing

A Legitimate businesses and government
agencies should never solicit or Initiate
account administration activities or ask you to
provide confidential information via-mail.

A Typically you will receive solicitations
pretending to be affiliated with the University

AITS will never ask for your password
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Other Phishing

A Cybercriminals might call you on the phone
and offer to help solve your computer
problems or sell you a software license.

A They may also ask you for seemingly harmles
iInformation, like the name of an
administrator, a phone number, or email
address
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Other Phishing

A Theycan use this information to exploit
others within the University and gain access
to sensitive information

A Treat all unsolicited phone calls with
skepticism. Do not provide any personal
Information.
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How to Identify Email Phishing
Attempts

Hello!
As part of our security measures, we reqularly screen activity in the Facebook system. We recently

contacted you after noticing an issue on your account.

QOur system detected unusual Copyrights activity linked to your Facebook account, please follow the link

Sp e"mg bellow to fill the Copynaght Law form:

http://www.facebook.com/application_form Links in email
. S

Note: If you dont fill the application your account will be permanently blocked. Threats
S— “—

Regards,

Facebook Copyrights Department. § Popular company
e —
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How to Identify Email Phishing
Attempts: BadSpelling& Grammar

A Cybercriminals are not
known for their grammar
and spelling. s

A Pay attention to spelling DUMMIES

and grammar in messagessss
that you are skeptical of |=

A If you notice mistakes in al SR S,
ema”, |t m|ght be a SCaml. AReferenfértheReost!"

English Grammar
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How to Identify Email Phishing
Attempts: Threats

A Cybercriminals often use
threats that your security
has been compromised

A If you are unsure about
the validity of a message,
please call us or emaill
itshelp@Ilaw.upenn.edu
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http://staysafeonline.org/teach-online-safety/glossary/
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https://www.law.upenn.edu/its/docs/security/identity-finder.php
http://www.upenn.edu/oacp/privacy/penndata












http://www.upenn.edu/computing/virus







