 OIHER PEOPLES PATRIOT ACTS:
EUROPE'S RESPONSE TO SEPTEMBER 11

Kim Lane Scheppele®

1. lN'l_‘RODUCTION o
S _-_‘S_eptember 11, 2001.was a shock not just 4o the United
- States but to the world. " Inthe -jmmediate. aftermath --of
o September 11, expressions of solidarity and collective grief were
nearly'-univérsa]ly_ expres'sedﬁbyi"World;leaders;l. Both regiona’lz
* and multilateral organizationsa‘_indicated their willingness to act
 with the United States in Tesponse to the attack. The United

. Nations 'cqndemned the attacks - and -urgent_ly;_..célled for

] _ n J. O'Brien Professor of Comparative Law and
Profesgor bt_'-‘Soci_plogy at the University .of Pen_nsylvania. Previous versions of this
paper were siver at the gymposium on terrorism at the Association of Amencan Law

* Kim Lane Séhepp_ele_ i the John

Sehoels in Atlanta, Georgid and at the Institute for Legal Studies, ‘University of
Wisconsin at Madison. The author would like £0 thank participarits in these sessions
“for helpful '.;:_t_'eedback. She would: also. like  to thank Helen Hartnell . for much
assistance in understanding EU law, Russell Miller for his wise. counsel in matters of
German conatitutional Taw and Serguei Oushakine for his perspective ‘beyond Jaw.
Thig paper was completed in- mid-March 2004, 80 later events-are not talken into
accountinthisaﬁalysis. Lo sl e S :

- 1.-World aders Express Quiroge, GUARDIAN (London), Sept. 11, 2001, available
at http:llwww.guardian.co.uklseptemberllfsmrylo,11209 ,600809,00.html (last visited
May 11, 2004). '

9. For . the reactions of regional organizations, see INTERNATIONAL BAR
ASSOCIATION, Tasg FORCE ON - INTERNATIONAL TERRORISM, INTERNATIONAL
TERRORISM: LEGAL CHALLENGES AND RESPONSES 32-38 (2004) [hereinaﬁer TASK
FORCE ON TgraoRIsM].  The European Union Council of Ministers had an
extraordinary seasion shorily after September 11 and expressed its solidarity and
cooperation with the United States. Press Release, European Council, Conclusions
and Plan of Action of the Extraprdinary European (ouncil Meeting (Sept. 21, 2001),
auailable ot httpu'fue.eu.intfueDbcs’lcmé_Data!ddcslpressDatafexﬂedlm.en.pdf.

3. The North Atlantic Treaty Organization (NATO) invoked the miitual defénse
proViSioﬂ"of the NATO charter ander Article 5 by declaring that if this were a foreigh
attack on the ilnited States, then it would be considered an attack against all NATO
members. Press Release, North Atlantic Treaty Organization, Statement by the
North Atlantic Council (Sept. 12, 2001), available -

http/fwww.nato snt/docu/pr/2001/p0 1-124e.htm.

89
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international cooperation to bring justice to those responsible for
the atrocities." The attack was widely perceived as being not just
on the United States but-on the “civilized world.” ' In those first
few days before America’s’ disbelief turned: to intense national
patriotism, there was a widespread sense that, while the attack
may have been specifically directed against the United States, the
whole world felt the pain.

Since September 11, America’s own reaction has become
more inward-looking, unilateral, and self-absorbed. The rest of

the world, however, is still engaged by September 11 and its
continuing threats. In particular, America’s European allies, -
though split over the justifiability of the attack by the United
tates on Iraq in the spring of 2003, have by and large adopted a
posture supportive of and complementary to: that-of the United
States in the ongoing fight ‘against - terrorism.: This - Article
examiries the developing legal framework of Europe’s response to
September 11, first by examining the international legal basis for
Europe’s actions, then the responses of the European Union (EU)
itself, followed by the legal reforms: of two of the EU member
states who represent: the most: starkly opposed’trajectories of .
redction— Germany” ~and Britain.’ In closing there is an
examination. of the jurisprudence of the European . Court. of
Human - Rights’. decisions - on- terrorism-related  issues after . -
September 11," since it urges caution in the name of human
rights against overreacting to the terrorist threat. Though there
is a common sense that September 11 requires a strong response,
there is a great variation in the extent to which preserving -’
respect for human rights and -civil liberties is considered an.
equally important task. =

4. G.A. Res. 1, UN. GAOR, 56th Sess., Supp. No. 1, UN. Doe.. A/56/PV1 (2001);.
available at http:/lods-ddsback—ny.un.org/doc/UNDOClGENIN 01/475/00/PDF/
N0147500.pdf?OpenElement. - LT : SEETEE Tl T

5. Tony ‘Blair. started using this term shortly after September- 11.° Philip.-
Webster, We Will Not Stop, We Will Not Flinch, Blair Tells Assembly, TIMES OF-
LoNDoN; Oct: 31, 2001, 2001 WL-29001014. L

6. See infra Part TLA: ' :

7. See infra Part ILB:

8. See infra Part ITILA.

9. See infra Part HLB.

10. See infre Part IV.
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1. THE INTERNATIONAL LEGAL FRAMEWORK

A, UNITED NATIONS SECURITY COUNCIL RESOLUTION 1373
~ The international framework for national legal changes in
response to September 11 was given first and foremost by an
extraordinary resolution of the United Nations (UN) Security
Council, passed on September 28, 2001, while the wreckage of the
Twin Towers still smoldered a short distance away. In Resolution
1373,” the Security Council required all states. to take a wide
variety of measures to fight terrorism——including; among other
things, cutting off financing of 'te_rrorist' acts, taking steps to
prevent terrorism, criminalizing participation in terrorist attacks,
refusing safe haven to terrorists, and preventing the state’s
territory from being used for terrorism.” Resolution 1373 also
called for “increased international cooperation in fighting
terrorism, for more comprehensive sharing of information and for
intensified restrictions on the. movement of terrorists.”
Resolution 1373 was adopted under Chapter I of the United
Nations Charter, since the Security Council determined that the
attacks of September 11 constituted “a threat o international
peace and security.” Under Chapter V11, the Security Council
may direct member states to comply with the program it has
adopted, rather than merely suggesting or recommending courses
of action.” o o

Resolution 1373 set up 2 special monitoring body, the

Counter-Terrorism Committee (CTC), which receives reports from

member states indicating their compliance with the resolution.
To date, this committee has received initial reports from nearly
all of the member states of the United Nations and as many as
three or four reports from some countries.” The CTC reviews
these reports and asks specific’ and pointed questions of the
member states, obviously prodding them toward further

compliance with the resolution through specific and concrete

11. S.C. Res. 1873, 1J.N. SCOR, 56th Sess., 4385th mtg., TU.N. Doc. 8/Resf1373
(2001), available at httpwww .un.orngocs!screleOOl.htm.

12. Id. at 2.

13. Id. at 8.

14. U.N. CHARTER art. 42,

15. Id. art. 89.

16. S.C. Res. 1373, supra note 11, at 3. .

17. United Nations, Counter-Terrorism Committee, States’ Reports, ot
http/iwww .un.orngocslsclcommitteesllB'?3Ireports.htm1 (last visited May 11, 2004).
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directions.

-As human rights experts noted, however, Resolution 1373
contained two worrisome gaps—the lack of any definition of
terrorism’” and the lack of any mandatory concurrent compliance
with human rights norms in’ carrying out the ﬁgh_t"a'gains'"_c
terrorism.” Since the start of international efforts to fight
terrorism, attempts to” create a comprehensive “approach to
counter-terrorism policy have been stalled again and again by the
absence .of agreement on what “terrorism” encompasses. Can
terrorism be committed by states or only by sub-national entities?
Is it a set of specific techniques? Or necessarily attached to an
overt political program? " Are the violent tactics used by
independence ‘movements included-in the definition of terrorism?
Can criminal networks like drug traffickers or money launderers
be ‘counted among’ terrorists? Questions like these. have
prevented 'interﬁatiohal" agreement in the past, ‘and rather than

wait for a common view of what terrorism includes,” the Security

Council acted to enlist the energies

Without some common definition of terrorism, however, there is a

f member states to fight it.

concern that states will use counter terrorisim efforts to suppress
political opposition or use militaristic techniques against “mere”.
criminals. The potential to apply the “terrorism” label to any
politically disruptive individuals or groups carries with it 2 clear
potential for abuse. - : : S

' Another major worry about Security Council Resolution 1373
is that it does not explicitly link compliance with the resolution to
compliance with human rights norms, 8ir Jeremy Greenstock,
the first chairman of the Counter-Terrorism Committee,” made -
the disconnect clear: ' ' ' B '

The Counter-Terrorism Committee is mandated to monitor ..
the implementation of resolution 1373 (2001). Monitoring.
performance -against - other . international = conventions, .. e
including human rights law, is outside the scope of the

18. TASK FORCE ON TERRORISM, supra note 2, at 30,

19. Id. at 31. :

20. The UN General Assembly is apparently working on a framework treaty for
dealing with terrorism, but the link on the CTC’s website to a definition of terrorism- ¥
points only to the General Assembly webpage without any further detail. United .
Nations, Counter-Terrorism Committee, A  Definition of - Terrorism, af
http://WWW.un.orngocs/sclcommittees/1373/deﬁnition.html (last visited May 12,
2004). cen e Ce
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Counter-Terrorism Committee’s - mandate.. But we -will
remain aware of the interaction with human rights concerns,

- and we will keep ourselves briefed as appropriate: It is, of

- ‘course, open to other organizations to study States’ reports

and take up their content’in other forums.”

Since the UN system’s provisions for monitoring human rights
compliance consists only of bodies that have the power to “name
and shame” without the power to mandate specific actions on the
part of states that violate human rights, the abdication of the
human_rights field by the Security Council’s own terrorism
committee is disturbing because only the Security Council has the
power to order sanctions. o . -
~ B. THE EUROPEAN UNION. -

‘Since terrorist attacks have a longer history in Europe than
in the United States, a number of European countries—Britain,
France, Italy, Portugal, Greece and ‘Spain among them—already
had enacted comprehensive counter-terrorism laws before
September 11.* The European Union (EU) itself did not have

such a~ comprehensive, substantive ‘framework “for fighting

21. United Nations, Counter-Terrorism Committee, Terrorism and Human Rights
(quoting - Bir ' Jeremy - Greenstock), at- bitpy/www.un.org/Docs/sc/committees/
1373/human_rights.htmi (last visited May 12, 2004). ‘Since this is ‘the first offering
on the Counter-Terrorism Committed’s webpage in its link to the subject of human
rights and terrorism, one might ressonably conclude that the signal ‘being overtly
sént-to member states seeking to comply with’ Resolution 1373 is that they do not
have to worry much about compliance with human rights norms. In 4 later meeting,
however, Sir-Jereny apparently said that ©TC is giving & prominent réle-to human
rights, but the only reference:available for this statement is found-in & first-hand
report of & special meeting where the comment was apparently made orally. TASK
FORCE ON TERRORISM; supra note 2, at 31. The website remains unchanged. -
In January 2003, the UN ' Security “Council passed . Régolution - 1458, “which
encouraged all states to follow Resohition 1373, ‘Buried in Resolution 1456 is the
following admonition: “States must ensure that any measure taken to combat
terrorism cothply with all their obligations anderinternational law, and should adopt
such mieastires ‘in accordance with- international law, in-particular international
human rights, refugee, and humeanitarianlaw?” 8.C.-Res. 1458, UN. SCOR, 4688th
meeting, - S/RES/1456 - -(2003) -~ at - ~ 6 - available: ' at = httpods-dds-
ny.un.org/doclUNDOC/GENlN03l216/05/PDFIN0321605.pdﬂ0penElement. The UN
Security Council apparently added this after successive UN High Commissioners for
Human Rights had testified before them that more attention to human righis was
urgent and necessary.: -See  United Nations, Office for the ‘High Commisgion on
Human - Rights, ~ Terrorism and Human . Rights, available  ai
httpy//www.unhchr.ch/terrorism/ (last visited June 19, 2004). But Resolution 1456 is
not brought under Chapter VI, and so it might justly be read as optional.

99 Task FORCE ON TERRORISM, supra note 2, at 34 n.30.
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terrorism as a domestic threat because terrorism was, -according
to the EU’s structure of responsibilities; to be primarily regu.lateg

through each EU  member- state’s criminal ‘law framework.

Criminal law is a “Justice and Home Affairs™ responsibility,
structured as the “third pillar™ within: ‘the EU’: “three “pillar”
ﬁ'_a_n:;ewprk.24 ‘As such, terrorism was not a subject for community
lawmaking but ‘could only be fought in EU terms within a
framework of mutual agreement among ‘member states. After

September 11, however; the EU moved to speed up cooperation
and the creation of new institutional frameworks to deal with

terrorism across - all member states, giving a sharp push ‘to
further EU integration in this area. - o -

A special me.et‘_i_ﬁg of :the Géﬂgr_a_l_Aﬁ'é_irs Council of Ministers

was held on Septémber /12, during which ‘it “reaffirmled] its
determination. to. combat all forms of .terrorism with.all the
resources at its. disposal” . The Council of Justice and Home
Affairs ‘Ministers, which met later that. month, agreed on a
variety. of concrete - proposals- that, would  result  in -more
coordination and- cooperation- between police .and. intelligence
serviees throughout the EU” :_A;monthflater, the. Gen_e'ral::Aﬂ'aiifs.-
Council adopted an’ anti-terrorism. “roadmap” that included a

-’93, Iri the one exception to this, in 1986, the European Community put into place
a Counter-Terrorism Working: Group called COTER. This group was tasked with
responsibilities under what later came 4o be known as the second pillar of the EU
framewo_r:k'—'-fofeigil -and security -matters. These second-pillar efforts were also
bolstered ‘after 9/11.: See Monica den: Boer, “9711 and the Europeanization of Anti-
Terrorism. Policy: A, Critical Assessment,” Notre Europe, Policy Paper #6, Sept. 2003,
at 19 available at _hi:__i;_p:Ilww_w.npt;_-efqumpe.assp.ﬁ‘lﬁchig;sbe_licypaperG pdf. - '

24, The EU's increasing legal integration has taken place around a structure of
three différent sorts of understandings about the relationship between community
and national law.. In “first pillar” areas like economic regulation, and other areas
explicitly outlined by the set of treaties that make up EU law, EU law is guperior to
and binding on’ the' membet- states ‘and is enforceable by the European Court of
Justice. Eurepean.Union; Structure of the European Union: The Three Pillars, at

http:!/europa.eu_.intleur_—lex!en!about/abdabc_u12.ht'm_l (iast visited May 12, 2004y In -

the “second, pillar” area of foreign and security policy, as well as in the “third pillar”
area of justice and heme affairs, the EU may only act by cooperation and consensgus
among all of the member states through their adjustments. of national laws and-
policy. Id. B e T
25. Press Release, European Union, General Affairs Council (Sept. 12, 2001), af
http'ﬂu_e._eu.int/newsroomlnewmain.asp?LANG_:l. o o
26. See. Conclusions Adopted by the Council - (Justice and Home Affairs),
September 20, 2001, Doc: SN 3026/6/01 REV 6. . S S
27, Counecil of the European Union, Note From. the Presidéncy, available at.
http:/lregister.-conilium.eu.intlpdf/enlﬂlist12/_12800-r1en'l..pdf (last visited May 11, = -
2004). ’ S R : S R
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proposal - for a European arrest wwarrant and - the’ creation of
“Eurojust, an - agency - tasked with - iimprbviné-_'»_;judiéial and
prosecutorial cooperation within the ‘community:’ _.'j'Though these
proposals had been on the drawing board before September 11,
the attacks in-the United ‘States hastened their passage from
plan to reality. Eurojust was. authorized in February 2002,
adding judicial and" prosecutorial coordination to the existing
Europol policing power. The pan-European arrest ‘warrant was
finalized in June 2002,” despité'lst_ibs’tantial ‘worries about the
abolition of the prior rule of double criminality, which had limited
extraditions within the EU to persons accused of actions defined
g crimes in both the sending and receiving country.” The debates
over the pan-European arrest warrant sharply focused attention
on ‘the differences among EU member states in their substantive
criminal law. Neither Eurojust nor the pan-European arrest
warrant is limited to terrorism ‘offenses, but their adoption
occurred in the shadow of concern over terrorism.

Perhaps the most s1gmﬁcant step taken by 'th_e‘" EU,
gpecifically on the topic of terrorism, was the adoption '-iglrJune

2002-of a Framework Decision on Combating Terrorism.. “This
provided a common definition of terrorist acts that member states
were committed to adopting as part of their domestic, substantive
criminal law.”™ “The structure of the ‘terrorism definition inthe
Framework ‘Decision bears: strong ‘resemblance fo. hate crime
legislation; -’pa;rticxﬂarf'tjﬁeﬂs'es ‘¢an be ‘jiunished;-%more ‘harshly if

done with a p'art‘,ici;d_:_a.r'3'itimtiv-'a‘tim::m.33

The specific motivation to

98. Couneil of the European Union, Coordination of Implementation of the Plan of

Action to Combat Terrorism, Doc: 12800/01L REV 1 {Oect. 17, 20013 . :
- 9g, Council Decision Setting up ‘Euréjust -with a View to Reinforcing the Fight
against - Serious - Crime, “Dot. 2002/187T/JHA “(Feb. 28, 2002), -available at
htt; '::Ilvvww.eurojust.eu.int/pdfdeéfl ;063200203.06(31100010013.pdf3 (last visited ‘June
19 2004). . D : o

30. Couneil Framewoik ‘Decision on the Furopean Arrest Warrant and the
Stirrender Proéedures Between Member States, Doc. 2002/584/JHA (June 13, 2002),
o002 0.J, (L 180) 45 fhereinafter - Council Framework Decision], available at
www.eu;_mpa.eu.intleur-lexlljrilenfbjldatizoi)zfl;_190!1;19020020’718én00010018.pdf
(last visited May 13,2000, =~ = = ' T _

31, Coungil of the European Union, Framework Decision on Combating Teirorism,
Doc. 2002/475/THA, 2002 0.J. (L 164) (June 13, 2002) 3 [hereinafter Framework
Decisionn  on Combating Terrorisml, available at http:fleuropa.eu.intleur-
lex/prilenfojldaw0_02ﬂ_164/1,164200206226;:100030007.'pdf (last visited - June 19,
2004). ' ’ : i

32. Id. : .

33. The list of concrete actions that can constitute terrorism if done with the
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intimidate a population, pressure a government or destabilize a
country is what brings an ordinary criminal act into the realm of
a terrorist offense. Here, too, the concern is over the breadth of
the definition, particularly as terrorist actions- have  an
irreducibly political quality, which' they: share with legitimate
political dissent. If, as.the International Bar Association Task
Force on Terrorism points out, a demonstrator burns a city bus as
a way of making a political’ point about what the government
should do, this could be considered a very serious terrorist offense
punishable by a very harsh sentence,” Alternatively, to continue
the parade of worrying hypotheticals, someone who interrupts the
process of fluoridating water to pressure the government to take
the health risks of chemically treated water seriously might be in
the same boat. Setting fire to a flag to protest.a government
action could ‘also be counted as a. terrorist act, if the fire
accidentally spread. One can easily add to the examples where
political dissent might cross over into ‘being considered a terrorist
offense, under the EU definition. '

Along with the . redefinition  of terrorism . . offenses,
recommendations were made both for harsher punishments and
for expansion of the set of potential terrorists to include terrorist
groups, as well as. individual. terrorists.”  Punishment for
terrorism offenses was also extended to those who incited, aided
or abetted such crimes.. In addition, the Framework Decision
created the category of a “terrorist-linked” offense that could also
be punished: as: terrorism.” . These  terrorist-linked offenses
included aggravated theft, extortion and production of false
documents to support a terrorist act.”

appropriate motivation includes: attacks upon life or physical integrity; kidnapping
or hostage taking; destreying government facilities, public facilities or. transportation
systems; seizing. aireraft or other means of transportation; doing nearly. anything
with biclogical or chemical weapons; releasing dangerous gubstances into: the
environment or causing fires, floods or explosions; interfering with the supply of
water or other public utilities. or threatening to commit any of these acts. Id. art.
1(3). :
34. The relevant motivation is defined as “seriously intimidating a population, or -
unduly compelling a Government or international organization to perform or abstain
from performing any act, or seriously destabilizing or destroying the fundamental
political, constitutional, economie or social structures of a country or an international
organization.” Framework Decision on Combating Terrorism, supra note 31, art. 1L

35. TASK FORCE ON TERRORISM, supra note 2, at 35. .

36. Framework Decision on Combating Terrorism, supre note 31, art. 2.

37. Id. art. 3.

38, Id.




©AUU4] wner reopie's TALRIUL ACLS v

‘The Framework Decision required all EU member states to
pass legislation implementing its provisions within six months, so
that all EU states, in theory, would have harmonious laws on the
books by the end of 2002.” To ensure continued compliance, the
Council put into place a system for expert evaluation of the steps
that member states were taking to comply with the Framework
Decision.” ' o ' :

" September 11 seems to have sped up development, already
in progress, toward a common policing and security policy across
Europe. ' With respéct to terrorism offenses, one might say that
September 11 created pressure for harmonization of domestic
criminal law across the EU faster than previously thought

III. EUROPEAN PATRIOT ACTS: GERMANY AND THE

~  UNITED KINGDOM -

. Operating under the UN Security ‘Council Resolution 1373
and . the EU’s Framework Decision on Terrorism, how have
individual European states dealt with the new urgency of a
terrorist threat? At a minimum; one might reasonably guess that
both Security Council - Resolution - 1373 and the EU Council
Framework Decision would require a fair amount of tinkering
with .domestic law, and tinker ‘many :countries did.” - After
September 11, two new European national laws stand out. A
post-September. - 11 law was rushed through the British
Parliament, -even though a broad codification of its piecemeal
anti-terrorism laws had been -adopted a year _ear_lier.“ Germany,
which had numerous partial pre-September 11 anti-terrorism

39, Framework Decision on Combating Terrorism, supra note 31, art. 11. _
.40. Council of the European Union, Council Decision Establishing a Mechanism

for Evaluating the Legal Systems and their Implementation at National Level in the
Fight Against Terrorism, Doc. 21715/02, 200_2 0.J. (L 349) 1 (Oct. 11, 2002}, available
at http:llregister.consilium.eu.intlpdﬂenfozlst12112715en2.pdf (last visited May 12,
2004). ’

41, See, eg., United Nations, Report to the Counter-Terrorism Committee
Pursiant to Paragraph 6 of Security Cotineil Resolution 1373 of 28 September 2001
(providing an explanation of the legislative actions taken in the British Parliament to
address  terrorism  after ~ September “11), available gt http/lods-dds-
ny.1n.org/doc/UNDOC/GEN/NO1/T15/09/PDF/N0171509 (st visited May 13, 2004)
Reports - of  other member " states ‘are’  ‘available’ at
http:l/wWw.uh.org/Docsfsdcommittees/-ltB73/:'submitted_repbrts.html (last visited May
13, 2004). : - :

42. For a detailed guide to both laws, see CLIVE WALKER, BLACKSTONE'S (GUIDE TO
THE ANTI-TERRORISM LEGISLATION (2002).
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laws,” adopted changes to both its criminal code and also to its
investigative procedures shortly after September T P :

~ In reviewing European post-September 11 laws, this article
focuses on Germany and the United Kingdom (UK), These two
countries have been chosen because they represent very different
approaches to terrorism prevention. Germany’s approach is
highly formalized with many checks provided by both separation
of powers and judicial review of rights yiolations. . Britain’s
approach, however, is. more casual and consensual. . Since - its
increasing integration into European institutions, the UK,
however reluctantly, has been moving toward a more formal
system for the protection of civil liberties. Since Germany and
Britain were the two European countries to ‘rush_ to - enact
relatively broad terrorism laws after September 11, this also
makes for a good comparison of slternatives, - .
The consideration of these two frameworks will of necessity
be only partial. Just as it is difficult to work through the layers of
secrecy in the United States:to see how counter-terrorism’ policy
works in practice, it is also difficult to see through the secrecy in
the European processes around: security issues to view how the
laws on the books, are carried out in practice. - But; as in the
United. States, it is ‘possible to review the legal framework
regulating such processes, which themiselves reveal a great deal
about a country’s strategy for fighting terrorism. . T
. A GERMANY
Given - Germany's - past- history of aggression against its
neighbors ‘and its massive vielations of human rights against
targeted populations-in the first half of the twentieth century, the
German Basic Law (Constitution) of 1949 instituted a number of
serious safeguards: both ‘against militarism and against. the
danger of human rights. violations. The new constitution was to

prevent such things from ever happening again.” As a‘result, the - -

. 43. For_an account. in English of the _'rélevaﬁt anti-terrorism legislation in_
Germany before September 11, see James L. Nelson, Antiterrorismus: The German. . -

Experience with Politically Motivated Violence, 20 PENN ST. INTL L. REV. 568 (2002).

44, See Oliver Lepsius, The Relationship Between Security and Civil Liberties in- . -
the Federal Republic of Germany After September 11 (Am. Inst. for Contemporary.- "
German Studies  Working Paper 2002). (discussing German Counter-Terrorism . "
legislation and the balance between security and liberty after September 11); - -

available at h_ttp:lfwww_.aicg_s,org/publicatiqnsfPDF/lepsiusenglish.pdf._ _

45. The Preamble to the Basic Law indicates this renunciation of the pﬁst:

ki
!
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German constitutional order has an -unusually large number of
checks ‘on - concentrations -of -power- as well . as -avenues for
complaint -about the violations of human rights in conjunction
with policing, security, and defense matters.” o _

First, the German Basic Law renounces aggressive military
action against other states and indicates that actions leading to
war. must be criminalized.”  Instead, principles ‘of international
law .are _automatically-incorpdrate_d_ as federal law, superior to
statutes, directly creating both rights and duties for inhabitants
of <Germany.".e-  This  incorporation . of _..inter_natiOnal- law
constitutionalizes the right for all those residing in Germany to
appeal to international bodies, particularly the European Court of
Human Rights, for redress of human rights infringements,
presumably even in a time of crisis. ST

When it comes to crises, the German Basic¢ ‘Law, through
amendment in 1968, adopted explicit textual guidance for what
could and could not be done in “states of defense.”” In the public

“Conscious of their responsibility before God-and tmen, moved by the purpose to serve
world peace as-an equal part in & unified Europe, the German People have adopted,
by virtue of their constituent power, this Constitution.”
GRUNDGESETZ [GG]. [Constitution] éranslated in THE BASIC LAW (GRUNDGESETZ)
(Axel Tschentscher trans., /2002). aveilable at “http/fwww jurisprudentia.de/
jui-ispi'-ﬁdéntia;htl'xil. : RS . L S T

- 46. See infra notes 47-87.
ATV Article 96 [Banon War] U0 - '

“--(1) Acts tending t0 and undertaken with intent to disturb the peaceful relations

¥ hetween nations; especially to prépare war or aggression, are unconstifutional.

They have to be made a criminal offence. '

Id. art. 26(1), translated in THE BASIC LAW, supra note 45, at 31.
48. Article 25 [Public International Law] :
The -general rules of public international law constitute an integral part of
federal law. They take precedence over statutes and directly create rights and
duties for the inhabitants of the federal territory. _
* Id. art. 25, transiefed .in THE BASIC LAW, supra note 45, at 31 Note that this

protection applies to all residents, not just citizens.’ : :

© 49.'Article 80a [State of Deferice] e S - S
(1) 'Where ‘this ‘Constitutioner ‘a fedéral statute on defence, including the
protection of the givilian popilation;stipilates that legal provisions may only be
applied:in accordasnce with this ‘Article; their application is, except in a state of
defence; admissible only -after the House of Representatives [Bundestag] has
determinied that a state of tension exists or where it has specifically approved
guch application. In respect of the cases mentioned in Article 12aV 1 & Vi 2,
such -determination of a state of tension and such specific approval requires a
two-thirds majority of the votes cast. A
(2) Any measures tiken by virtue of lega! ‘provisions enacted under Paragraph 1
have -to - be Tevoked whenever ‘the House of Representatives [Bundestag] so
demands.’ o T ’
(3) In derogation of Paragraph 1, the application of such legal provisions is also
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debates surrounding the adoption of these amendments, the.
“rauma of Weimar™ was ever-present, since the Weimar
Constitution’s infamous Article 48 - detailing a constitutional
procedure for a state of emergency had assisted the dissolution of
the constitution in 1933 and permitted the rise of Nazi
g(}'verl:n‘nent.‘51 As a result, the present' Basic Law requires
approval of both houses of Parliament for the declaration and
maintenance of states of defense, taking such discretion out of the
hands of the executive.” If the Parliament cannot meet, a joint

admissible by virtue of and in accordance with a decigion taken with the consent
of the Government by an international body within the framework of a treaty of
alliance: Any measures taken pursuant to this paragraph have to be revoked
whenever - the -House of Representatives {Bundestag] se demands - with 'the
majority of its members. L e D :

1d. art, 80a, translated in THE BASIC LAW, supra note 45, at 88-93.
Article 115g [Functions of Federal Constitutional Court] -

The constitutional status and ‘the-performance of the constitutional functions of
the Federal Constitutional Court and 'ita judgés may not be impairéd. The
Federal; Constitutional Court Act:may not be amended by a statute enacted by -
the. Joint Committee except insofar as such amendment is required, also in the
opinion of the Federal Constitutional Court, to. maintain the capability of the
Court, to fanetion. Pending the: ‘engctment " of ‘such a statute, the Federal
Constitutional Court may take such measures as aré necessary to maintain the
capahility: of the: Court to carry out-its work, . Any decigions by the Federal
Constitutional Court in pursuance of the. second. and third sentence of this

_ Arficle requires a two-thirds majority of the judges present,

1d. art. 116g, translated in THE BASICLAW, supra note 45, at 59-60.

A'niumber of the permissible limitations on rights that are later discussed were also
part of the 1968 amendments. It may be ugeful in the present context to note that
1968 was a year of substantial domestic upheaval in Germany and the amendments
were immensely controversial when they were adopted.. However, the major
domestic terrorism campaigns in Germany by the Baader-Meinhof Gang and the Red
Army Brigades did not start until 1970. - T T Cele e
50. C. C. Schweitzer; Emérgency. Powers in the Federal Republic of Germany, 22
W. PoL. Q. 112, 113 (1969). . : : ' o
51 Id.
52. Article 115a [Staté of Deferice] _ : :
(1) The determination that federal territory is being attacked by armed force or
that such.an attack is directly imminent (state of defence) are made by thé
House of Representatives [Bundestag] with the consent: of the Senate
[Bundesrat]. Such determination are made at the. request of the Government
and require a two-thirds majority of the votes cast, which include at least. the
majority of the members of the House of Representatives [Bundestagl.. . . -
(2) Where the situation..imperatively . calls for immediate action -and where
insurmountable obstacles prevent the timely assembly of the House of
Representatives. [Bundestagl, or. where there is no quorum in the House of
Representatives [Bundestagl, the Joint Committee makes this determination
with a two-thirds majority of the votes ¢ast, which includes at least the majority
of its members. P
(8) The determination is promulgated in ‘the Federal Law . Gazette by the
President. pursuant.to Article 82.. Where this cannot be done in time, the
promulgation is effected in snother manner; subsequently, it has to be printed in
the Federal Law Gazette as soon as circumstances permit. . :
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" committee “of members - of “both chambers ‘can ' perform - the
" functions that would normally be performed by the whole of each
" body, but the executive cannot act alone. *

" In addition to the substantial protections against arbitrarily
declared or executive-dominated states of defense, the German
Basic Law is unusually precise in indicating what can and cannot
be done domestically in the name of national defense with respect
to infringement on fundamental rights. For example, Article
17(a) of the Basic Law indicates that statutes enacted for national
defense in order to~ protect the- population may place limited
restrictions on two of the fundamental rights—that of freedom of
movement (Article 11) and inviolability of the home (Article 13)."
Through this precise accounting, it is-clear that other basic rights
canniot be restricted in exceptional ways even in the name of
national defense.” As part of the constitu ional elaboration of the

(4} Where the foderal territory is being attacked by armied force and where the
competent bodies of the Federation are not in a position at once o make the
determination provided for in Paragraph 1, such determination is deemed to
“have been made and promuigated at the time the attack began.- The Pregident -
announces such time &8 soon. a8 cireumstanees permit. - o
(5) Where the determination of the existence of a state of defence has been
promulgated and where the federal territory is being attacked by armed force,
the President may, with the consent of the House of Representatives
[Bundestag], issue Jeclarations under international law regarding the existence
- of guch state of defence. Where the. cenditions mentioned in Paragraph 2 apply,
“fhe ‘Joint Committee acts in substitition for the House of HRepresentatives
- {Bundestag].’ - .
GRUNDGESETZ [GG] [Constitution] art. 115a (FR.G.), translated in THE BASIC LAW,
supra niote 45; at 90-91: S o

53. Id. art. 115(a)}2).

54, Article 17a(2): “Statutes serving defence purposes including the protection of
the civilian population can provide for ‘the Testriction of the basic rights of freedom of
movement (Article 11) and inviolability of the home (Article 13).” '

Id. vt 17a(2), transldted in THE BASIC LAW, supra note 45, at 26-27.

55. Article 19 of the Basic Law governs how rights may be limited in normal
 times. Judicial review is always available to determine whether rights have been
limited in appropriate ways, save in cases of alleged violation of the right of privacy
of communication, which substitutes a form of parliamentary review for the usual
judicial review. . . . .

Article 19 [Restriction of Basic Rights]

(1) Insofar as a basic right may, under this Constitution, be restricted by or
pursuant to a statute, such statute must apply generally and not solely to an
individual case. Furthermore, such statute must name the basic right,
indicating the relevant Article. S .

(2) Inno case may the essence of & bagic right be infringed.

(3Y Bagic rights also-apply to domestic corporations to the extent that the nature
of such rights permits. - i

(4) Sheuld any person's rights be violated by public authority, recourse to the
court is open to him, Insofar as no other jurisdiction has been established,
recourse is available fo the courts of ordinary jurisdiction. Article 10(2) is not
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state of defense under Article 115, the Basic Law is explicit that
the Constitutional Court, must remain open and functional during
the crisis.” ' P . e

_.This three-part _strqctuxe—.repouncing‘war while adopting

iﬁtemational law, providing substantial separation-of-powers
barriers against- arbitrariness and executive overreaching .in

declaring domestic states of defense, and. protecting individual
rights during states of crisis—has strong implications. for anti-

terrorism- activities. It tends to channel anti-terrorism measures
from a war footing o a criminal-law footing because the. defense-
based measures are. nearly impossible to invoke. Thinking of the

anti-terrorism campaign. after: September 11_as: a. “war’. was

simply not, an obvious constitutional possibility. .

As a result, éi_nti—téi'i'orism'“ campaigns have been handled
Jargely through criminal law and criminal procedure. But if one
goes looking through the Basic-Law for the constitutional anchor
for specific rights’of ‘eriminal” defendants, ‘one- will - find.. few.
Specifically, constitutional provisions regarding judicial review of
arrests and detention can be found in Article 104, which indicates
that those detained must be brought before a judge before the end
of the day after “detention, if the arrest is made without prior
War_raiit'_'*'o'r‘prqfvi'si’dl_lall on “suspicion of [the individual]__having

comm’itfed'api'oﬁ'ens’e_..’.’s' " No detention can be continued without

. affected by the provisions of this paragraph. . - P IR
GRUNDGESETZ [GG] [Constitution} art. 115 (FR.G.), translated in THE BASIC LAW,
supre note 45; at 31. DU L o .

56. Id: art.115g, franslated in THE BASIC LAW, supra note 45, at 93. _

57. As O]iver_Lepsius_explainS,- “In Germany, the attacks [of September 11] were
perceived as a qualitatively new. type of an act of terrorism, not as an act of war. For-
Germans a dividing line between tferrorism and war was maintained.” Lepsius,
supra note 44, at *6. o L '

58 Article 104 {Legal Guarantees to Protect Liberty] - ..

{1) The liberty of the individual may bé restricted only by virtue of a formal
statute -and only 'in comipliance with the fofms- prescribed therein, Detained
persons May riot be subjected to mental or to physical llstreatment.- - e

(2) Only judges may- decide on- the admissibility or contiriuation of any
deprivation of liberty. Where such deprivation: i8 fiot baged on the order of &
jadge, a judicial decision has to be ohtained without delay. The police may hold

no one on their own authority in their own custody longer than the end of the

day after the day-of apprehension. Details are regulated by legislation. - -

(3) Any person provisionally detdined on ' suspicien of: having committed an
offence has to be brought, not- later than the day following ‘the day. of
apprehension, before a judge whe has-to inform him ‘of -the: reasons for the-
detention, examine him, and give him an opportunity to raise objections; The
judge, without delay, has tg either issus a. warrant of arrest setting forth- the
reasons therefor or order his releage from detention, . : S _
(4) A relative or- & person.enjoying- the confidence of the person detained has to o
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judicial approval -and no detention can be eﬁ"ected at all unless
pursuant to a .properly enacted statute.” © Additionally, no
detainee may be subjected to either mental or physical abuse.”
Beyond these provisions, the -constitution. says little about the
rights of criminal suspects However, this is only the surface of
the Basic Law. :

‘ Instead of including nghts hke the presumptlon of i innocence
and the right to counsel in the Basic, Law, the German Code of
Cnmmal Procedure regulates such things.’ The Code, however,
is cons1dered 10 be the “constitutionalization” of this area of law
since both the rule-of-law clause and the fundamental nghts
listed in the Basic Law permeate the Code.” Behmd the Code is a
constltutlonally required respect for basic prmcxples of the
fundamental rights, such as the pnm:lple that human dignity is
inviolable and without limitation.” Fundamental rights do not
altogether block investigative methods or surveillance, but they
greatly limit the extent to which such methods can be used. ‘For
exa.mple, the protection of i1berty - and prlvacy of

be notified without delay of any Ju(holal decision’ :mposmg or ordering the
continuation of his deprivation of liberty.
GRUNDGESETZ [GG] art. 104 (FR. G }, translated in THE BASIC LAW, supra nobe 45, at
T8-79.
59 Id,
' 60.Td. - ' L S
61. Article 103-of the Basgic Law protects due process, mcluding the right to a
hearing, the right notto be tried twice for the samse offense and the right to be tried
only for ¢criminal offenses defined as such ‘when the actin question was committed:
Article 103 [Due Process]
(1) In the courts, everyone is entitléd to a hearing in accordance with the law.
(2) An act can be punished only where it constltuted a criminal offerice under the
law before the act was committed. :
(3) No one may be punished for the same act more than once under general
criminal législation.
Id. art. 103, translafed in THE BASIC LAW, supre note 45, at 78.
62. An English translation of the German Code of Criminal Procedure can be
found at http:/fwww.iuscomp. org/gla/statutes/StPO.him (last vigited June 19, 2004).
63. See, ¢g., Diane Marie Amann, Harmonic Convergence? ‘Constitutional
Criminal Procedure in an International Context,; 75 IND. L.J. 809, 814 n.29 12000).
64. Article 1 {Human Dignity]
(1) Human dignity is inviolable. To respect and protect it is the duty of all state
authority.
(2) The German People therefore acknowledge inviclable and inalienable human
nghltds as the basis of every buman community, of peace, and of justice in the
wor
GRUNDGESETZ IGG] art. 1.(FR. G) translated in THE BasIC LAW, supra note 45, at
18. ;
65. Ar‘twle 2 [Liberty] .
{1) Everyone has the right to free development of his personality insofar as he
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communications” are to be read throughout the criminal
procedure code as substantial barriers on police and prosecutorial
activity. When any right ‘is infringed, the Basic Law requires
that such infringement never touch the “essence” of the right.”
However, in the case of privacy of communications in Article 10,
there was a lively debate as. to whether constitutional
amendments made in 1968 themselves infringed the essence of
the right.  The 1968 amendments “allowed infringement on
privacy of communications if the restriction “serves the protection
of the free democratic basic order or the existence or security of
the Federation....” Moreover, the amendment ‘substituted
parliamentary oversight for judicial review to rule on cases of
individual ‘violation.” The result was the creation of Article 10
review bodies, which is further discussed below.” .
This - limitation ~on privacy. of __communicatiOns is
uncharacteristically broad and . vague  in the = German
constitutional scheme of things. The amendment was therefore
itself .. constitutionally challenged  before  the Federal

Constitutional Court i _the Klass ¢ase.”  Because of this
extraordinary limitation on a constitutionally. protected right and
the fact that j\_idici_al review of violations of the right was to be

barred in these cases, the -dissenting judges were willing to

does not violate the rights of others or offend against the constitutional order or
morality. e e : - o
_(2) Everyoné has the right o life and to physical integrity. The freedom of the
person i3 inviolable. Intrusion on these rights may only be made pursuant to a
statute.- ) o
1d. art. 2, translated in THE BASIC LAW, supre note 45, at 18.
86. Article 10 [Letters, Muil, Telecommaunication] S S
(1) The privacy of letters as well as the secrecy of post and telecommunication
are inviolable. . .. . .. . . - s o
(2) Restrictions may only-be ordered parsuant to a statute. Where a restriction
gerves the protection of the free democratic basic order or the existence OT
security of the Federation or & State {Land]; the statute may stipulate that the
person affected ghall not be jriformed ‘and that recourse to the courts shali be -
replaced by a review of the case by bodies and auxiliary bodies ‘appointed by
Parliament. - © - :
GRUNDGESETZ [GG] [Constitution] art. 10 (FR.G.), translated i THE BASIC LAW,
supra note 45, at 21.
67. Id. art. 19(2), translated in THE BASIC 1AW, supra note 45, at 27.
68. Id. art. 10(2), tmnslatec_l in THE BASIC LAW, supra note 45, at 21,
69. Id. o ' T Lo
70. See infra notes 103-07 and accompanying text. : B
71. The Klass:Case, Judgment of 15 December 1970, BVerfGE. 30; L. An-edited: -
English translation can be found at Privacy of Communications (Klass) case;j -
COMPARATIVE CONSTITUTIONAL LAW: CASES AND COMMENTARIES 660 (Walter ¥ -
Murphy & Joseph Tanerhaus trans. & eds., 1977). o . R
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declare that the constitutional amendment allowing infringement
of the privacy of communications was itself unconstitutional.”
The majority, however, was evidently persuaded to uphold the
amendment - against ‘the challenge on''the: grounds that the
Parliament had ‘at least substituted a form: of individualized
parliamentary review for judicial review.” The majority .rejected
the part of the statute that prohibited notification of the target of
the surveillance after the surveillance was completed, indicating
that a targeted person had to be informed of such surveillance,
otherwise the right to challenge it would effectively ‘be. taken
away.”. Tt seems that the idea that a constitutional amendment
could be unconstitutional was too radical for the majority. ‘This
decision was followed by a confirming ruling from . European
Court of Human Rights, reaching the same conclusion that the
parliamentary meclianisms were enough to ensure the realization
of the right to privacy.”. The European Court of Human Rights,
however, expressed some concern that judicial review had been
expressly blocked in this area. : '

 'The amendment to Article 10 of the Basic Law later
produced another Constitutional Court challenge. This time the
challenged practices related to “strategic surveillance” of wireless
communications.”” In American terms, strategic surveillance
would be called signals intercepts, and it would, as in Germany,
be used for ‘the more diffuse purpose of national _security
protection, rather than for the more.concrete search for evidence
of crime.” - In Germany, the ichallenged -form of surveillance
involved computer screening of international communications to
determine whether certain key words or phrases appeared in
these communications. If such clues appeared, then individually
identifiable communications might be subjected to human review.
If evidence of a crime were found through such surveillance, it
could be turned over to the relevant state agencies for further

79. The Klass Case, BVerfGE 30, 1. See infra notes 303-08 for further discusgsion
of the Kiass case. C : : : .

73. Id.

74. Id. : :

75. Klass v. Germany, 2 Eur. H.R. Rep. 214 (1979). _

76, The Case of Professor Dr. K, Judgment of 14 July 1999, BVerfGE 100, 317,
translation of the Federal Constitutional Court. I would like to thank Russell Miller
for providing me with this translation of the decision. _

77, See generally for the United States, William C. Banks and M.E. Bowman,
Executive Authority For National Security Surveillance, 50 AM. U, L. REv. 1, 7-10
(2000). .
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action gven ‘though the procedures through which the evidence
was gathered:in the first place involved no individuated suspicion
that the target of the ‘gurveillanice had done’ anything ‘wrong
pefore the surveillance was undertaken: Strategic surveillance,
according to the Federal Constitutional Court, was permissible in
theory, but the state had to take more measures than it presently
had to-ensure that data’ collection; transfer, ‘and - retention of
individually identifiable information were kept to a minimum.
Such measures also had: to be continually reviewed so that they
remained narrowly tailored to a hieve the legitimate statutory
objectives of the security agencies and of any other state agencies
to which .individually identifiable information ‘might be passed
on.” . Restrictions’ on the right -_to.'\-pri;\ir"acy? -'of*:_'c'ommuni'catit)ns
guaranteed in the Basic Law were only permissible if they were
proportional to the objectives; a balance whichy, the court said; the
challenged law had not struck properly because it ‘allowed’ the
relatively easy distribution of personally identifiable information
for a wide variety of purposes. Either the Parliament had to

restrict the range of purposes. for which the data could be used if
the data transfers were to be as easy as they ‘were in the
challenged law, the court said, or the data transfers had to be
made much more difficult to accomplish if the purposes for which

the data could be used were of such great preadth. Consequently,
the | court ~declared parts of the  surveillance ‘law to be
unconstitutional:” N o .

_Tn another area where fundamental rights might bear on
criminal investigation and surveillance, Article 13(1) says plainly,
“The home is- inviolable.” In-1998, this article of the Basic Law
was amended to allow electronic bugging of -a home, but only
under highly restricted circumstances.. The _amendment, now
Article 13(2)<(7), indicates that surveillance inside a home might
be undertaken only “If specific facts lead to the assumption that

78, The Case of Professor Dr. K, BVerfGE 100, 317, supra note 76.

79. Id.

80. Id.

81. Article 13(1): “The home is inviolable”
GRUNDGESETZ (GG art. 13(1) (F.R.G), ¢sranslated in THE BASIC LAW, supra note 45,
at 23. ) o o . . S

82, Article 13(2): “Searches may be ordered only by a judge or, in the event of . -

danger resulting from any delay, by other organs legally specified, and they may be
carried out only in the form prescribed by law.”- ' o :
1d. art. 13(2), translated in THE BasIC LAW, supra note 45, at 23.
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someone has committed a very grave crime.”. ‘Furthermore,
urveillarice may be conducted only on the order of a three-judge
panel for a limited duration upon the showing that other methods
of ‘discovering the information ‘are urlikely to be S__ubce’Séf\ﬂ.M
_However, in an urgent situation, a single judge may approve such
.an ‘order.” ' Information gained through such’ surveillance may
~ only be used “to conduct criminal prosecution or to avoid danger,
" and only if the legality of the measure has been stated by court
order.”™  Before 1998, bugging of a home was considered to be a
. violation of Article 13 and, at least according to one judge, “ludges
" were not competent to authorize such investigative measures.

‘And, sglffeiridqﬂtly,- the police ‘and the public'pros’ecutor were
‘thus not allowed to implement them. = Our [Germari] criminal
 prosecution authorities have obeyed this™

= The German Constitution guarantees judicial review. of all
alleged rights violations with the exception of those specifically
exempted in. the amendment .to Article 10.¥ . The -aggressive
protection - of basic rights, which has been exercised by -the

Federal-f-Constit_l;itiona._l Court in particular, has-'::hac_l“'a""St_rqng

_'83: Article 13(3): ' ' R _
- gpecific facts load to the asswmption that somheone has committed a very grave
" erime, ‘technical means of eavesdropping in homes where that person.probably
_-stays may be ordered by court if the investigation by other means would be
N _ ithout ¢hance of success. The mgéasure hasto be
*\imited. The order is issued by a court of three’ justices: T the event of danger
- resulfing from any delay, the order can be issued by a gingle judge.

Id.art __13(3),'trq.nslated in THE BASIC LAW, supra note 45',:.&3:':23-_24. B
84. GRUNDGESETZ, [GG] art. 13(3) {F.R.G), translated .in*
note 45, at 23. '
85.Id. . BT
86. Article 13(5) R S R e
. .In the-case of technical mieans being éxclusively ordered fot* the protection of
investigators during their activity in homes, the measure cén be ordered by
_those authorities empowered by law.. Evidence. from such investigation may be
used for other purposes only to conduct criminal prosecution or avoid danger and
_only if the legality of the measure has been stated by court order; in the event of
danger resulting form-any delay, a subsequent court order hag to'be arranged for
1d. -art: 13(5), translated in THE Basic LAW, supro note 45, at 24, '
87. Volker F. Krey, Characteristic Features of German Criminal Proceedings—An

Alternutive to the Criminal Procedure Law of the Utiited States?, 21 Lov.LA INTL &
CoMme. L.J. 591, 594 (1899). Volker F. Krey served on the German Court of Appeals
from 1978 to 1998. Id. at 591 n.1. A later Constitutional Court decision indicates
that judges. still find -such methods constitutionally problematic, even with the
constitutional amendment. -See infra note 149, SRR

88. GRUNDGESETZ [GG] art. 19(4) {(FR.G.), translated in THE BASIC LAW, supra
note 55; at 27. For the amendments to art. 10, see THE BASIC LAW, supra note 45, at
b ; - _

HE BASIC LAW, supra
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effect on other public institutions. -

~ In light of these strong constitutional commitments, both to
anti-militarism and to human rights, how can Germany defend
itself, either against crime of the ordinary sort or against
terrorism on a-grander scale? The first line of defense is through
the ordinary police who, in the scheme of German federalism,
tend to be. strongest at the state (Land) level because they have
the capacity to enforce not only state law, but federal law as
well™ While there is a Federal Criminal Police Office (the
Bundeskriminalamt or BKA), it is relatively weaker than the
American FBI. The BKA is limited to: (1) matters that cross the
borders of states and that therefore cannot be controlled by the
state-level police alone and (2) investigation of international
crimes over which the separate states have no jurisd_iction.?“ As
we have already seen, the constitutionalized Code of Criminal
Procedure contains relatively strict regulation of police conduet in
investig’ations.' ; e TR T

__ Germany has three major intelligence services, though with
the end of the Cold War and the unification of Germany some
have challenged the need to have intelligence institutions at all.”
The intelligence services are not only institutionally separated
from: the police and from each other, but they are also physically

separated in different cities as well.” The attacks of September
st _ P

agencies charged with fighting terrorism},

96.Id. at 578-79.° . . . R .

91. Shiomo Shpiro, Parliament, Media and Control of the Intelligence Services in
Germany, in DEMOCRACY, LAW AND. SECURITY: INTERNAL SECURITY SERVICES IN
CONTEMPORARY EUROFPE 294, 295 (Jean-Paul Brodeur et al. eds., 2003) [hereinafter
Shpire, Perliament, Media and Control of the Intelligence -Services in-Germanyl:

92. One of the interesting aspects 6f German separation of powers, copied by a
number of countries, is that snstitutional separation of powers is often accompanied
by phiysical separation of the institutions in different geographical locations. - This
means that the occupants of the various offices tend not to socialize with each other,
which increases the institutional separation. As Jane Kramer, writing in the New
Yorker, states: - :

In a country still so nervous about displays of power that it is considered
unseemly even to talk about turning Berlin’s Philharmonic into a national
orchestra, it isn’t surprising that most of the people charged with identifying,
investigating, arreésting, and prosecuting terrorists don't: usually get anywhere
near the capital, or even anywhere near one another. Germany has as many
gpies and cops as the next country. Eight thousand people are attached to the
Verfassungsschutz and the B.N.D., five thousand to. the B.KA.- But the old -
Allied  imperative of 1949--power _in Germany must never again be
centralized—still holds. The Verfassungsschutz is heéadquartered in Cologne;
the B.N.D. in Pullach, about half an hour from Munich; the Federal Prosecutor

89. See Nelson, supra &_1“101'»8 43, at 577_-79 (providing an overview of the German
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11 resulted in some expansion: of their previous powers, but by
and large the basic structure of the intelligence services remains
the same. - e R R

~ The Federal Intelligence Service (Bundesnachrichtendienst
or BND) is tasked with collecting and analyzing security-related
information originating outside ~Germany, including signals
intelligence.” It is institutionally housed in the Office of the
Federal Chancellor and is physically located just outside of
Munich.* The BND has no domestic jurisdiction. The Military
Counter-Intelligence Branch (Militaerischer Abschirmdienst or
MAD): deals with security issues within the military and has no
civilian jurisdiction.”. Therefore, the institution of most interest
to us in  considering investigation. and ~surveillance ‘within
Germany is the domestic- security service, named ‘appropriately
enough, the ~Office for the - Protection of the ‘Constitution
(Bundesamt fur. .Verfassungschutz - or - BfV). - The . BfV - is
responsible for counter-espionage activities within Germany and
is also supposed to monitor a wide variety of domestically based
extremist groups.” It is institutionally housed within the Federal
Ministry of the Interior and is physically based in: Cologne.” It
works with counterparts at the state level, but the federal level is
by far the more powerful. T L

" The BfV’s statutory mandate is explicit and limited.” The
office carries-out its investigations primarily through the use of
publicly available documents and methods -gvailable to all (for
example, attending -public -meetings, - reading newspapers,
carrying out surveillance of subjects in public places or through

in Karlsruhs; the BEA, in: Wiesbaden; and the state security offices of the
BXKA. in a town called Meckenheim, -in North Rhine-Westphalia, which most
Germans bave yet to locate on a map. _ ,
Jane Kramer, Letter from Europe: Germany's Troubled War on Terrorism, NEW
YORKER, Feb. 11, 2002, at 36. : '

93. See Shlomo Shpiro, Parliamentary and-Administrative Reforms in the Control
of Intelligence Services in the European Union, 4 CorvMm. J. Eur. L. 545, B50-51
(1998} Thereinafter Shpire, Parliamentary and Administrative Reforms) (discussing
the structure of the German Intelligence Service). ’

94. Id. at 561.. -

95. Shpiro, Parliament, Media and Control of the Intelligence Services in
Germany, supra note 81, at 296. -

96. Id. '

97. Id.

98, [Federal Constitution Protection Law] (BVerfSchG), v. 90.12.1990 (BGBL. I 8.
867), translation available at http:l/www.fas.orgf'u‘p/world/germanyldocs/bverfg.htm
(last visited May 12, 2004).
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voluntary interviews), . The organization may-also use agents to
infiltrate .. groups; . engage: in postal.checks or electronic
surveillance (subject to the procedures of Article 10 of the
constitution, elaborated. below) and use secret _ph_oi;ography.%
However, the BfV does not “carry out any executive measures
(arrests, search of premises, interrogations, confiscation of items).
If the BfV establishes that judicial and police measures are

required, the matter is handed over to agencies with appropriate
legal powers (the courts, public prosecutors, police} which decide
independently what action is jlisti_ﬁed."_’mf“' R o

This organization of intelligence ‘agencies has a substantial
system of parliamentary: checks, even though- the. agencies
themselves: are- located  within the executive branch. - The
Parliamentary : Control - Commission.: consists of nine members
from the lower house of the parliament; five elected from within
the governing coalition, and:four elected from the. oppositicpn.'l'01
The chairmanship of the committee rotates at six month intervals
between: the government d - opposition - parties.l-c.':z‘- ~ The
government: must: ‘report - all- intelligence: activities  to - this
committee which must itself report to the Bundestag once every
two years” The committee has access to a substantial amount of
classified information that is excised from its required’ public
reports. . S R

In addition to the Parliamentary Control Comimission, there
are two committees that: were. required under the controversial
amendments to Article 10: of the ‘Constitution, which protects
privacy. of . communications. = These ‘committees review
surveillance practices of both the intelligence services and the
police. The G-10 Gremium (named in honor of Article 10 of the
Constitution) consists of nine members of the Bundestag. - Tt
meets every six months to review: and direct general policies
about interception of mail, wiretaps and other forms of electronic
intercepts.” The G-10 Commission consists of four legal experts

99. [Federal Constitution Protection Law] {BVerfSchG), suprae note 98.

100. Office for the Protection of the Constitation, Tasks, Organizafion and Working
Methods, at hittp:/iwarw .verfassungsschutz.de/info/bfv[bfv_engl.htm (last visited May
12, 2004),

101. Shpiro, Pariiament, Media and Control of the Intelligence Services in
Germany, supra note 91, at 298. i

102. Id.

108, Id.-

104. Id. at 300.
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(and four alternates) who are nominated by their political parties
and meet together with representatives from the intelligence
services about once per month.’” This group reviews the legality
of each domestic communications intercept and has the right to
suspend any individual intercept if it appears that the evidence
sustaining it is weak or if the intercept infringes any law.'” The
committee even reviews the list of “hit words” that computers use
in strategic surveillance to determine which specific
conversations to turn over for buman attention."” " In addition to
these ways of reviewing surveillance strategies, there is also the
permanent possibility for the Parliament to set up a special
investigating committee if any particular gurveillance practice
generates concern.'” . -

~ Qutside. of the parliamentary mechanisms, the press in
Germany enjoys substantial . constitutional and statutory
protection to investigate intelligence and policing practices. Not
only is press freedom guaranteed in the Constitution,” but there
is an explicit constitutional prohibition on censorship.”” By
statute, the press is guaranteed confidentiality -of sources and
informants, as well as immunity from police eavesdropping and
searches of editorial offices.””  As a result, media coverage of the
police and intelligence services is quite common, detailed, and
critical. And because the intelligence services have not been
scandal-free, this media check has been quite useful.”™

With this background, we can assess the changes made to
Germany’s security laws after September 11. The “first security

105. Shpire, Parliament, Media ‘and Control of the Intelligence Services in
Germany, supra note 91, at 301. '
106. Id.
107. Id. at 301-02.
~108. Two separate parliamentary committees are charged with overseeing the
budgets of the intelligence agencies, and the books of the agencies can be reviewed as
well by a select group within the Federal Audit Office. Id. at 302-04.
109. Article 5 [Expression]
(1) Everyone has the right to freely express and disseminate his opinion in
speech, writing, and pictures and to freely inform himself from genersily
accessible sources. Freedom of the press and freedom of reporting by means of
broadcasts and films are guaranteed. There may be no censorship.

GRUNDGESETZ [GG] art. 5(1) (F.R.G)), translated in THE BASIC LAW, supra note 45, at
19.

110. Id.

111. Shpire, Parliament, Media and Control of the Intelligence Services in
Germany, supra note 91, at 306.

112. Id. at 305-08.
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package,” sent to the -parliament by the German cabinet on
September 19, 2001, modified. the criminal cede, among other
things. The criminal code was amended to punish creation of
terrorist- organizations,. including foreign organizations for the
first time. The amendments ‘also forbid any participation in a
crimihal organization on German territory, even if the planned
criminal acts were to take place- outside. of Germany.”" In
addition, the first security package eliminated the previous
exemption from criminal prosecution of extremist organizations
that - had -a religious - basis.’® . Now extremist = religious
organizations can be. prohibited on the same ‘basis as other
extremist groups. Finally, the first security package increased
security checks for airport personnel.”® Most of these provisions
were uncontroversial when passed and, coming as they did before
sither Security Council Resolution 1878 or the European
Framework Decision’ on' Combating Terrorism, they could be
explicit responses to neither of them. - R o

It is the “second security: package” that should interest us
because its provisions. were. .Primarily;; directed at the earlier
detection of terrorist threats.” . And the second security package
was by far the more: controversial . in Germany. . Most of the
provisions seem to ‘have been a response to the UN Security
Council resolution; something that can be seen not. only from
their concrete content, but because. they  came into effect on
January 1, 2002, the deadline set out in the Security Council
resolution.”~ But the provisions passed only after fierce
parliamentary debate ‘that resulted in a weakening of a number
of its central provisions. Even so, the second security package
amended “nearly one hundred regulations in seventeen différent
statutes and five statutory orders.”” : -

The main provisions of the second security package
increased the responsibilities and powers of the security agencies,

113. Lepsius, suprg note 44, at *5,

114. Id. This last addition simply brought the German criminal code inte line with
what EU member states had obliged themselves to do by an agreement in December
1998, Id.

115. Id. at *6.

118. Id. at *5-6.

117. Id. at *6, *10-17. The wsecond security package’ has also been termed the
counter-terrorism law.” Id. at *10.

118. See Lepsius, supra note 44, at *6.

119, Id. at *6.
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The BfV, the BND,” and the MAD™ were given the power to
demand financial information about individuals from banks and
other financial institutions, as well as from post offices,
telecommunications companies and airlines, after ‘having proved
to a court the specific suspicion of terrorist activity that grounded
the request.”” Those whose information has been turned over to
the security authorities must not be notified that this exchange of
data has occurred.” In addition, the BfV’s jurisdiction was
enlarged to enable it to gather information on organizations and
individuals who “disturb the international understanding or
peaceful. cohabitation of peoples,” the first time that the BfV had
been given authority to investigate anything other than purely
domestic . off._t:_au’xizaan:i':anrs.12.4 - The - various federal agencies
responsible for tracking foreigners were given more powers to set
up a central database containing a variety of personal
information, including fingerprints, religious identification and
the results of “language identity tests” designed to uncover the
country of origin of an alien.™ Police and security agencies were
then given relatively unfettered access to this database. “Grid
searches”” (or what Americans might call computer profiles)
were given statutory approval and some government ministries

with relevant personal information in their files were required to

120. Because the BND's jurisdiction is entirely focused on foreigners, this provision
has to be intended to allow the BND access to information that is held within
Germany about foreigners (for example, their bank accounts).

121, MAD's jurisdiction extends only to those in the military, so this information
could pertain only to those within its ambit.

122. Lepsius, supra note 44, at ¥10-11,

123. Id. at *11.

124, Id. at *¥12.

125. Id. at *11.

126. Grid searches try to narrow down m group of suspects from a variety of
demographic and personal data—say, on religion, age, sex, area of residence and
immigration status. The objection to them typically is that someone falls into the
category of suspicion not because of a reason that is particular to the person, but
instead because that person shares with those who might be reasonably suspected a
certain abstract characteristic. The Federal Constitutional Court, in the Case of
Professor Dr. K, Judgment of 14 July 1999, BVerfGE 100, 318, discussed the problem
of individuated suspicion and indicated that the standards for disseminating, storing
and using information obtained in such a way had to be higher than if the
information had been collected based on individuated suspicion. But the Court did
not shut the door on such practices so it is unclear whether the Court would find grid
searches similarly acceptable, if used within clear limits. A translation of the case is
on file with the Loyola Law Review. See also Lepsius, supra note 44, at *15
(discussing the Court’s decision).
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give this information to the BKA.” New identity cards for
Germans are now authorized to include biometric data like
ﬁngerprim:s.128 The second security package also authorized both
greater protection of sensitive sites like power stations and the
use of air marshals in airline security.”

The constitutional and rights-protection worries about the
second security package center on three concerns. The first worry
is the increased coordination allowed between the security
services and the police, though this is limited to information-
sharing based on strong showings of relevance to particular
investigations and is not a blanket approval of anything like joint
investigations.™ This level of information-sharing was clearly
encouraged both by the Security Council resolution and by the
European Union anti-terrorism measures taken after September
11. Both sets of external measures encouraged the increase
information-sharing across state borders so that security services
and police would have access to terrorism-relevant information.”™
Much criticism of the second security package focuses on the way
in which this information-sharing undermines the strict
separation of security and police agencies, which had been
characteristic of post-war German public law."™

The first worry is connected to a second—that the
information collected in terrorism investigations can be stored for
longer periods of time in databases with broader rules of access
than has been customarily allowed in German law. European
data privacy laws in general, and German laws in particular,
confer protection far greater than anything Americans may
expect on personal data, and the idea that personal information
may be collected and stored for a period of months without an

197. Grid searches had been used to apprehend members of the Red Army Faction,
a domestic terrorist group operating in Germany in the 1870s. While this practice
was used on occasion before the second security package, the legitimacy of grid
searches had not been definitively established. See Klaus Jansen, Fighting Terror in
Germany (Am. Inst. for Contemporary (German Studies Working Paper 2003)
(discussing the German legal framework in Germany with reference to terrorism),
available at hitp/fwww.aicgs.org/publications/PDF/jansen.pdf (last vigited May 13,
2004).

128. Lepsius, supra note 44, at *7.

129. Id.

130. See id. at *9-10,

131. 8.C. Res. 1373, supra note 11; Framework Decision on Combating Terrorism,
supra note 31.

132. Lepsius, supra note 44, at *10.
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- individual’s knowledge ‘sets -off alarm bells in a privacy-sensitive
- public. * In addition to lowering barriers between police and
- gecurity agencies, data storage dlso répresents an independent
. intrigion into the privacy of individual life. ‘But these provisions

“. alse were responses to both Security Council and EU instructions,

 which saw database Improvement as an 1mportant way to combat
terronsm. 1

. Fmall ‘there is a concern over the “de- 111d1v1duat10n -of
: susplmon - German criminal procedure has typlcally requlred

" that information collection about particular suspects as “well as

their arrest and detention rely solely on reasonable suspicion that
can be’ t1ed to mcnmmatmg evidence about - that - person. in
partlcular " The " codification of grid ' searches and ' the
crlmmahzanon of .mere membersh;lp in terrorist orgamzatmns
appears to weaken this requirement that proof be obtained in‘an
individualized -way.: To the critics; mere association or the
coincidence of correlating characteristics with’ terrorists appears
now to be sufficient for the authontles to open a dossier and to
eventually arrest and detain a suspect.” This is a tremendous
cause for concern in Germany which has generally required h1gh
and ~individuated “standards of ‘proof before surveﬂlance or
investigations can be undertaken

Stlll in mternatlonal companson, the. cha.nges made by the
post -September 11 security packages in Germany seem: like
moedest measures in companson with the British post-September-
11 anti-terrorism law,”" but they set off ‘a storm of protest and
had to be substantially softened before they could pass through
the German Parliament.” Most of the expansion of the

133 S.C. Res 1373, supm note 11 Framework Decmmn on Combatmg Terronsm,
supra note 31

134. See Lepsius, supra note 44, at *13-17 (referrmg to changes in the law that
allow a person to be the subject of secunty meagures without being concretely
suspected of any particular offerise). Examiples of this include réndom identity
checks, general monitoring of international radic telephone traffic; and data-mining
grid searches based on association with certain social groups or posseséion of ceitain
abstract characteristics, none of which require that the target of the measures be
specifically suspected of having done anything wrong. 1d. i '

135. Id. at *14.

136. See id. at *16-17 {noting that District Courts in Wiesbaden and Berlin as well
as the Court of Appeal in Dusseldorf have questioned the constitutionality of grid
gearches).

137. See infra Part HILB.

138. Lepsius, supre note 44, at *22-25 (d1scussmg the adoption of the “second
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intelligence gervices’ powers is limited by a sunset provision in
the second security package that will automatically take effect in
five years.” The structural protections against abuse of these
powers—Parliamentary. review, G-10 review and ordinary
judicial as well as Constitutional Court review—remain in place.

There are a number of signs that the courts in Germany are
resisting some of the most worrisome aspects of the new post-
September 11 laws, aggressively affirming that September 11
cannot cause Germany to lose its human rights bearings.”” Two
men were charged with participation in the Hamburg cell of al
Qaeda that planned the September 11 attacks. They were tried
in Germany's ordinary courts.” The first defendant, Mounir El
Motassa_déq, was convicted of ‘more than 3,000 counts of accessory
to murder.” The second defendant, Abdelghani Mzoudi, was
nearly convicted on similar charges before the case against him
fell apart when  the state could not produce potentially
exculpatory evidence requested by the judge. “® In both cases, the
American government refused to provide the German government
with information_acquired as a result of the interrogation of

Ramzi bin al Shibh, a man who had personally taken credit for

plotting the September 11 attacks and who was in US custody.™
Eventually, the conviction of Motassadeq was gquashed and the
case sent back for trial.*® In both cases, German courts refused to
convict if potentially ~exculpatory evidence were ‘withheld in
violation of German law.’

Then,. in a case whose facts date from before _Se'ptember' 11,
the Federal Constitutional Court ruled on March 3, 2004 that a

security package” in Parliament}).

139, Lepsius, supra note 44, at *7. _ _ :

140. See id. at *16-17 {(discussing various decisions ‘holding parts of the anti-
terrorism surveillance laws unconstitutional). : _ _

141. Richard Bernstein, Germans Blame U.S. for Qaeda Acquitial; Americons
Refused to Supply Evidence, INT'L HERALD TRIB., Feb. 7, 2004, at 3. _

142, Id.; Peter Finn, Moroccan Convicted in Sept. 11 Attacks; German Court
Delivers Maximum Sentence for Aiding Hamburg Cell, WasH. PosT, Feb. 20, 2003, at
Al .
143. Bernstein, supra note 141, at 3; John Burgess, Verdict Postponed in German
9/11 Case; Prosecution Claims Eleventh Hour Evidence Against Moroccan Defendant,
WasH. PosT, Jan. 22, 2004, at A22.

144. Joh}i Burgess, German Court Orders New Trial for 9/ 11 Suspect, WASH. POST,
Mar. 5, 2004, at A16. '

145. Luke Harding, First and Only 9/11 Conviction Overturned by German Court,
GUARDIAN (London), Mar. 5, 2004, at 17.
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federal “law ~passed pursuant:- to - ‘the 1998 ‘constitutional
amendment - allomng .electronic ‘surveillance of the home was
unconstltutlonaI “The ‘majority “agreed that the statute had
intruded too far upon-the inviolability of the home by allowing
surveillance of private conversations among family members and
between ‘the target of the Survelllance and his or her lawyer,
doctor, “or clergyperson “Moreover, the~ statute ~had not
sufficiently required there to be “concrete ev1dence ‘of a crime”
before the surveillance could be authorized. ‘The statute had also
failed to speclfy that the underlymg cnme had" to ‘be serious
enough to warrant at least five years in prison before intrusive
surveillance could be used at all.” " The limitations ‘that the Court
placed on the government were s0_severe ‘that it is unhkely
electronic surveillance of homes can “be used at all in the future.
These ‘two. indications—that ord1na.ry courts would not conviet
without all of the evidence and that the Const1tut1ona1 Court
would insist on upholdmg personal prlvacy agamst securlty
1nterests—1nd1cate that Germany has not fallen into a state of
emergency. after' September 11, even as 1t has tned to. comply
w1th the new mternatlonal law )

B THE UNITED KINGDOM

Bntam s constxtutmnal structure could hardly be - more
dlﬂ'erent from that of Germany's. - Britain has a constitutional
government without a written constitution. . In general, Britain’s
unwritten constitution-has been characterized by a high degree of
continuity, by contrast with the repeated political collapses that
have led to new constitutions in Germany’s past. This continuity
persists to the point where the present . British Constltutmn
consists of very ancient-and very modern rules mixed together. -
Perhaps the most important prmc1ple of the contemporary British
Constitution is parliamentary supremacy, which tends to work at
Cross- purposes Wlth the claim of an ancient constltutlon because

1486. Bundesverfassungsgericht {BVerfG] 1 BvR 2378/98 v. 3.3.2004, available at
http:/Awww bverfg.de/cgi-binfllink pl?aktuell -(last visited May 13, 2004);, German
Court Attacks Law on Bugging Criminal, Terror Suspects, AGENCE FRANCE PRESSE,
March 3, 2004. - .

147. BVerfQ, 1 BvR 2378/98 v. 3.3.2004.

148, Id. )

‘149. As of 1995, consntutmnal law” in the volumes labeled as-such and published
by Her Majesty’s Stationery Office, contained the text.of 138 Acts of Parliament and
the human Fights volumes added ancther 32 Acts. But whether all of these laws are
really constitutional or not is a lively subject of scholarly debate.
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a single valid vote of that constitutional entity known as the
Queen-in-Parliament,” is enough to change even long-standing
constitutional norms. Compared with Germany,- where legal
clarity is considered an important constitutional value in and of
itself, -Britain’s constitution - is -less . than clear. As. some
influential - constitutional commentators have remarked, the
British = Constitution. is _“ndeterminate, indistinct, and
unentrenched.”™ - , : - .

Anintensely debated legal puzzle has been created by the
European Union. By entering the European Community in 1973,
Britain committed itself to the principle that community law is
supreme over domestic law in those areas where it operates.” As
a result, presumably there are some parts of British law,
including some of its constitutional laws,. which now cannot be
changed with a single vote of the parliament.”™ But, this has not
yet fully been taken on board in British constitutional theory.
Moreover, Britain is a common law country with a long history of

valid judge-made law existing beyond the edges of “statutory
enactmients. In Britain, as a result, there is a debate, familiar to
Americans but quite foreign to Germans, over the extent to which
any statute has been modified by court interpretation, or indeed
about the extent to which one court decision has medified,
supplanted, or nullified another. This’ applies to constitutional
laws, as well as to-any other. In short, the British Constitution is
a complex, continuing, and amorphous entity but it can be
changed root and branch overnight. And, indeed, in recent years
it has b_een.l-“ o . _ . . .

150. The Queén-in-Parliament is typically constitutéd by a majority vote of both
houses of parliament apd nominal assent of the Queen, though under certain
circumstances, the House of Lords, the upper house of the British parliament, can be
bypassed in this process. The monarch last vetoed a law ih 1707, which makes the
non-assent of the Queen a practical impossibility. As a result; the House of
Commons, led by the government it elects, has practical control of all constitutional
matters. . : : : :

151. S.E. FINER ET AL., COMPARING CONSTITUTIONS 40 (1995).

152. See David Jenkins, From Unwritten to Written: Transformation in the British
Common-Low Constitution, 36 VAND. J. TRANSNATL. L. 863, 953-55 (2003)
(discussing the supremacy of Community law under the European Communities Act).

153. Id. )

154. Britain has seen a great deal of constitutional change in the last few years: the
devolution of parliamentary authority to Scotland and Wales, the -abolition of
hereditary peerage in the House of Lords as well as the substantial reduction of the
number of life peers who: can serve as members, the introduction of limited judicial
review through the Human Rights Act of 1988 that formally incorporated much of
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. .Crises like the September ‘11 terrorist attacks; which were
sharply felt in Britain, have the potential to. create radical
changes in a short time without many constitutional circuit
breakers to stop the surge of panic. Critics claim that this is
exactly ‘what has happened when the British Anti-Terrorism,
Crime and Security Act of 2001" was passed quickly in the fall of
2001."* But before reviewing recent British terrorlsm laws, it
should first be established what- controls ~on - policing and
intelligence were in place prior to the new laws because the riew
laws can only be understood agamst the background of emstmg
practlces

lee the British- Constltutlon 1tse1f the specific mandates
and separatlon of functions ‘between -the security and- police
agencies of Britain was—from their origins and eontinuing to the
present - day—indeterminate, indistinct, -and : dnentrenched. o
Local police departments in Britain, originally too small and with
too -few powers to.do much damage, have grown into large
bureaucracies with ever-increasing powers -of .surveillance.” The
police have themselves been policed (or not, as the case may be)
primarily through various evidentiary exclusionary rules enforced
by judges when cases come to trial. These rules include a ban on
forced ‘confessions, but the same judges that have enforced this
exclusmnary rule trad1t10nally permltted admlssmn of .other
information gathered through police overreachmg However as
with all commion-law-like criminal procedure a great’ dea] of case-
by-case specxfimty in these determmatlons has made it dlfﬁcult to

the European Conventmn on Huma.n Rights mto Bntlsh law, but. which only came
into effect in October 2000. Most recently, the government has floated a proposal to
sbolish the position of Lord Chancellor, a posztmn which united the parliament and
the -executive with the judiciary, .and ‘to replace -this post with a Secretary for
Constitutional Affairs, who has the powers of an ordinary minister.

155. Anti-Terrorism, Crime and Security Act, 2001, c¢. 27 (Eng.), available at
http:/fwww. legmlat:lon hmso.gov.uk/acts/acts200 1/20010024 htm (last v151ted June
19, 2004). ’

156. The only substantisl bariier in the way of passing the bill was the opposition
of the Houge of Liords, which was overcome within a few -days by a government
reversal on the provision that would have criminalized inciting religious hatred. See
Chronology of Home Secretury’s Baitle Over Anti-Terrorism Bill, TIMES {London),
December 15, 2001. '

157. Peter Gill, Security and Intelligence Services in the United Kingdom, in
DEMOCRACY, LAW AND SECURITY: INTERNAL SECURITY SERV'ICES IN CONTEMPORARY
EUROPE, supra note 91, at 267.

158. Kuk Cho, Reconstruction of the Enghsh Criminal Justice System and its
Reinvigorated Exclusionary Rules, 21 LoY. L.A. INTL & CoMP. L.J. 259, 265-67
(1999). '
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elucidate general policies that police could: follow as bright-line
rules. They got away with aggressive policing often enough to
keep it up. . :

In general, the surveillance procedures used by both police
and security services were. governed by no discernible legal
regime at all (unless one counts unpublished guidelines of the
Home Office as a legal regime) until the passage of the 1985
Interception of Communications Act.” This Act permitted. both
police and the security services to engage in telephone tapping,
mail opening, and electronic communications interception
through a “warrant’ issued by the Secretary of State on any of the
following grounds: “(a) in the interests of national security; (b) for
the purpose of preventing or detecting serious crime; or (c) for the
purpose of safeguarding the economic well-being of the United
Kingdom.™ The Act has been widely criticized for failing to have
any separation of powers check in' the warrant procedure, since
only - the - executive branch authorizes and executes such
warrants.* In addition, the Act has been criticized for failing to
have any criteria capable of clear delineation for issuing these
warrants.” - - ' SRR

Historically, when there have been domestic disturbances in
Britain, police. departments ‘have created “special branches”
which could, without much addi jonal guidance, investigate these
threats both as crimes and for intelligence purposes. The first
such special branch was created as part of the Metropolitan
Police in 1883 during a wave of ‘Irish Nationalist terrorist
bombings in London. Other police departments followed suit.”™
These special branches were largely unregulated until 1970,
when the Home Office issued unpublished guidelines on special
branch activities, and then revised and published guidelines in

1984 in response to a parliamentary inquiry into domestic

159, Interception of Communications Act of 1985, ¢h. 56 (Eng.), available at
http/fwww _archive.official-documents.co uk/document/em47/477 8/4778.htm (last
visited June 19, 2004).

160. Id. c. 56, § 1(2)a. :

161. J.R. Spencer, The Case for a Code of Criminal Procedure, CRIM. L. REv. 2000,
July, 519, 522-23. See also Simon A, Price, The Interception .of Commainications Act
1985: An Examination of the Governments Proposals for Reform, COMPUTER &
TeLEcoM. L. REV. 1999, 5(8), 163, 163-54 (discussing proposed amendments to the
law). .. . '

162. Spencer, supra note 161, at 522-23.

163. Gill, supra note 157, at 268.
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 intelligence -;institutiqns.m- “Only then was it -possible for the
public to ‘see what the special branches were tasked with doing.
This turned out to be ‘primarily “defending the realm”” ‘in
regards to espionage, sabotage, terrorism, ‘and subversion. “This
broad, lightly defined mission has routinely enabled these police
units to engage in surveillance of a great deal of legal political
activity and virtually anything else that in the police’s view might
constitute & threat.” In 1994, revised guidelines weré issued, but
they 'c'iitlzlGé not change this vague ‘and egregious -assignment of

The intelligence agencies were similarly -governed quite
casually. Both MI5 (the domestic security agency) and MI6 (the
foreign security ~ agency, more ‘properly.. called the  Secret
Intelligence Service, or SIS) were established in 1909 when there
was a German spy scare that ‘panicked government “officials.”
The intelligence agency that collects foreign electronic intercepts,
or signals intelligence, :is the . Government Communications
Headquarters (GCHQ), which started for obvious reasons during
World War 1.® The intelligence unit for the military services, the
Defense Intelligence Staff (DIS), was ‘started during the 1960s
when the intelligenee services of the various military commands
were unified in a ‘wave of military reform.'” - Foreign-, signals-
and military-intelligence information are ‘routinely reported to
the Joint Intelligence Committee (JIC) which, since its founding
in 1936, has analyzed this information and reported it to relevant
government officials for use in policymaking.” Since 1957, the
JIC has been part of the Cabinet Office. S

In general, the JIC.gives assignments 10 the foreign-,
signals- and military-intelligence ‘agencies, instructing them in

164. Gill, supra note 157 at 269. 4 _ ,
165, Home Office Guidelines ‘on the Work of a Special Branch, 1984, para. 6,
available it httpifiwww.statewatch org/mews/2004/mar/special-branch-1984 htm. -
166, A summary of the main “points_in -the 1994 guidelines can be found at
httpiwww.statewatch.org/news/2 J04/mar/special-branch-1995.htm.  As this article
was going to press, new guidelines were isgued by the Home Office in March 2004.
Guidelines onSpecial Branch Work in the United Kingdom. They can be found at
http:llwww.homeofﬁce.go_\_fi'ukldocs3/special_braﬁphpd£ ' ' '

167. Gill, supra note 157, at 265, 267, A Brief History of the Security Service, at
http/fwww.mmib.gov.uk/output/Page120.html (last visited May 13, 2004).

168. Gill, supre note 157, at 267, -

169. Id. at 267-68.

170. Id. at 268,



